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INTRODUCTION

Clond compuring changes] the world of Turemer. With che help of cloud
ermputing weer can casily shiee, stare anul recrisve cheir data from enywhere.
Cloud computing s scalable, [ast, Aeadble, aud ccsc-effective technolopy
platferm for [T enakled serdces over the internet. Cloud eomputing provides
hardware, software and lofrastructual storige o many usems 2t 3 time Most of
the times coud wsars don't koo the exace locarion of their dats or the scurces
af data stored with their data. [n apite of various bonefits that are pravided by
the claud computing srvices, 15 wsers o vecy much altaid ahout the sgeirity
of their data ones iris over the eloud under che contol of chird-party vendors:
Therefore, mawy datm sscnrity aned integrity concorns fike acoess. contml,
srarchable cocnyption cechoiques, key maragement, ownership proafs and
ramote integricy check arics.

This piuper disousses toe security and integrity of dam in cloud computing, It is
& study of aspacts relatad o data securily, The peperwill go ino o derails of few
dara progecticn metheds and approachies wed throughout the world 10 ensue
mesimum Sate protection by coducing visks anid thoeats, Going shead the paps:
also disouss diffecent technioues veed farsscored das stompge on clond.
Keywords : Cloud Computing Cloug securizy, Securily techniques, Security

threats, Data securiny

cloud computing iz a compuring model in o which

rosources are provided o the users basad on thzir

Clood compuring iz an emerging techoology in the
field of nepworking. Iv is gairing populariny in sl
The Tnstitute of Swmndards end
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demand, Tn clond computing rescurees are oreeid ed
by the cloud sarvice provicer knownaz CRP.
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Survey and Performance Analysis of Machine Learning Based

Security Threats Detection Approaches in Cloud Computing

¥ pshivrao Saduavarte!, Dr. G, D, Korundkar *
I Agsistant Professor and Head, Netajt ubhashchandra Bose College, Nanded, Maharmshira, India

*Assistant Professor, Computer Science UﬂPﬂmﬂ:{i’“"— wﬁml Muhavidyalays, Purna District
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ABSTRACT

Cloud computing 1o gaining a lot of atention, howewver, security 5§ major
ohistacle 1o its widespread adopdon. Users of cloud services are always afraid of
data beak, security theeats and availability problems. Recently, machine learning-
hased methods of threat detection are geining popularity in the lteramre wizh

hracke Infa
Valume 7, Ispe b
Papes Number: 43-58

Publication lsue : the advent of machine bearning technigues. Thersfore, the smudy and enalysis of
Movermber-December-2021  throar detection and preventinn stwgies wre 3 necessity for cloud protection.

With the help of the detection of threats, we can determine and inform the
Article Histary sormal and inappropriate sctivites of users. Therefore, there s 8 need o

Acespred : 10 Nov 2021
Pablished : 22 Now 2001

develop an effective threst detection system using machine learning techniques
in the cloud computing envirmment. In this paper. we present the survey and
comparative analysis of the effectiveness of machine learning-ased methods for
detecting the thrent in & cloud computing environment. The peeformance
adsessiment of thess methods is performed using tests performed on the UNSW-
NBIS datssst. In this work, we analyse machine learning models that include
Suppart Vector Machine (VM) Decision Tree (DT}, Maive Hayes (NB), Random
Forests (RF) and the K-Mearest neighbour (KNN). Additionally, we have used
the most impertant performance indicators, namely, acouracy, precision, recall
and F1 sctre 1o test the effectiveness of saveral methods.

Keywords | Cloud Computing, Machine Learning, Cloud Seturity

1. INTRODUCTION in reducing infrestructure costs by providing vanous

online resources Infrssructore as @ service (laad),

Recendy the we of cloud eemputing has become
incressingly popular. The personalised daui centres
have become popular as an inexpensive infrastruciure
sotution for bustness plans. Cloud computing offers &
wida variety af resources in the form of Internet
services. Cloud computing amists wernforgunizatons

FPleiform = i service (PSS} and Safrvesne as % sarvice
{5228} wre still widely distribuied and wsed by and-
wsers, [ this way, weees do oot need the knowledae,
control and ownership of the clood compuring
infrnstructure and do not need to manage or control
the infrestroctume to deploy their  applications,
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SHEI GURU BUDDHISWAMI SHIESHAN PRASABAK SANSTHA'S
SHRI GURU BUDDHISWAMI MAHAVIDYALAYA, PURNA (Jn.)
Fin-#31 511, Dizt. Farbhani (M.5.) India.
CAflated ro Swts R.:mur:ar:d Teerth Maratiwada Unizersity, Nanded)
=2 Re-accredited by NAAC st ‘B’ Grade with *2.42° CGPA; 150 2001:2015 Ceteified Institute
Awarded Tha Best Colfege Rural] 2009-2020 by S.R.T.M.U Nanded
Principal

Dl‘. [{l Rl.jlll:l.l:l‘la.r
MLA (Emgliahi}, P,k

Phansy (2432 ""lhh Bhiredl= colimpienrralicoeoll  wipwsshmpmiren

-~ SRTMII/B.Sc, Prac. EXAMS/Summer20Z2/ ' Date: 1070572022

B.Sc. Practical Examination Movement Order

To,
O1. s, Asha B, Meslram External Examiner
M 5.5, Colleps, Nanded,
DHst, Nanded.
b N 02 Sme Dr, Kausadikar 4.5, Intemal Examiner
- 5..8. College, Puma{dn.), v
Dist.Parbham,
Fubject: ractical Examination Summer-2022 in subject : Mathematics
Claszs- BSc. FY. PaperMe 'V
Sir/ Madam,

MPEJI'E.R. T.M. University Instmotions, | communicate herewith the details of your assignment
ar the practical examination in summer 2122

e Dateof | LastDaeof | ]
tio | i Commencement | Examination Time .
! Shri Gruru Buddigswami  a 1
18,05/ 2022 18/05/ 2022 g
L B.Sc FY. |1 Mahavidyalaya, Poroa (Jo,) ‘ _ ‘ \' amto 12 |:1::H'_r1'|l I
|
£l Insfructions _
1} Examiners are requested o prepere mark Jist, submic scaled mark List and answer book bundle towards the

. principal of conGem CEOCeT.
2} If any near blood relative of the cxaminer & exantined for concemed subjest then this appointment will be

meated as cancelled. Concermns are requested to communicile accordingly.
3 Emmhmmmqumdruamﬂﬂ::;ﬂcﬂca!:zmmﬁunm:ahuﬁnunehuurﬁmm

commendenent of practical examination.
4) Examiners are requeated o communleace their accepeance fo the center and universty immediately after

recerpd of thin oeder,
5y gwepararion day will be payable i examiners reporr the 2enrer one day before fmom the commencement of

the practlcal cxamma.tlnn for which only a T, A, 1-'l-'Llll1= I.m:.labil‘_
oo ST | while submitting the emunemtion aod T, A

&) ' f
Co T-I:Ill'tntﬂl'
u " -
Shii Guru Buddglswami Mshavic “'.‘"“ ng‘gﬂﬂl '
Barra |t} Dist, Patbbanl - 433511 (A& - P ShriOyris Burldhswam|
Capy to:]. Director, Board of Examination and-Evafontin st T.M, Universicy, [aRnSlaz, Puma (n)

i PRINCIFAL
Shri Gur Budhiswami Hahavidyalaya

Prima {dn.) Dist.P ; I



SHRI GURU BUDDHISWAMI SHIKSHAN PRASARAE SANSTHA'S

SHRI GURU BUDDHISWAMI MAHAVIDYALAYA, PURNA (Jn.)
Pin-431 511, Dist. Parbhani (M.5.) India.
{Affiliared ra Emniﬁmnpnd' Teerth Murathwada [nfverzity,
Re-aceredited by NAAC a1 *B Grade with *2.42" CGPA; 150 9001:2015 |ﬁnd [nstitute

Awarded The Best College (Rural) 2009-2020 by 5.R.T.M.U. Nanded

Principal
. Dr. K. Rajkumar
MLA. (EmgBish), Ph.D.
fanaii- L1y T R R TR et T
Ref  SRTMLU/B.Sc Prac. EXAMS/Summes2022/
Ta,
01, M. Asha F. Meshram ©  External Examiner
MN.8.R. College, Nanded,
Dist. Manded.
02. Smt, D, Kansadikar A.S. Internal Examiner
5.G.B. College, Puma(in.), .
-
: Subject: ESE(SEC) Summer-2022 in sobject: Mathematics
Class: B.Sc. TY.
Sir/ Madam,
As per 5.B T M. University Instructions, I communicate herewith the details of your a.m;nmmt
at the ESE{SECY in summer 2022,
|
Few ks Dhate of Last Date of
e Commencement | Examination Time
Shri Gury Buddhiswami
|f B,Sc. T.Y. | Mahavidyalaya, Purna (Ju) 18/05/2022 | 18/05/2022 | 12 noontol pm,
L
Instructions
® 1) Examiners are requested to prepare mark lst, submit sealed mark list and answer book bundle towards the
2 - principal of concern center,
2 Wany near blood relative of the examiner is examined for concemed subject then this appointment will be _

3) hlnummrquﬂdm-umﬁﬂmmnhﬂlnmﬂmmbﬁnumbnmmm
comrrencernenl of practical examinathon.

4] Examiners are requested o communlcate thelr accepance (o the center and yniversity Immediately after
receipt of this order.

3}  prepaation day will be payable iff examiners report the cénter one day before from the commencement of |
m:prumnlmmlnathmﬁwwhl:hmlylﬂﬁuwﬂlbupiylhh [

&) to attach the photo i.rlﬂl:mhumngrhemmmmnmwT.ﬂ..
I'.'r A hl:lEl.
G -ﬂ-rdlinnlt‘rr E Qf
K(a—\ i ~

¥,
irl Gury Bt |w1|:mn‘L!l1ﬂP4:U|t|5Iiliﬁ i‘) i Pm%_,
ﬁrh”%

na {dn) Die Pariant - 431511 (.3 “ Shri Gury Buddhlswaml
Copy toc I'ﬁmr erdul‘ﬂmnuuum.ﬁ:E :Iua . University, N igyynizya, Puma (o

2. Principal, N.8.B, College, Nanded, Dist, Nanded” I;ﬂ_'_lﬁ — i
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UL Bheig=r, M. Y. Kilknm: Exieme! Examins

D Colieps, Menifod.

(2. SheifSm. Ere RO Bapde Timormal Evaminer
5.5 8. Collloge, Pumn
DCiisl. Prarbiserni
Sobdent: Praciicel Exnmineiin SUMmmer-2022 i sabje: Zoulupw
08 S LT

Asper BT AL Univenicy Instrelions | cammuzicare herewilly the details of smur mvlgnment o phe
M
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ik Dwcsl. | LawDwear |
|_" i ; Comorencemenl | Eramination |
|| Dot EY MTﬁaf:'mm LRSIz || L U e hl-ﬁ'l w0 |
| == S, S
Fnsirnsiizas
1) B.l.ﬂ:h:l:irﬂﬂ'lhﬂu:l'm|'I:I=|'I7lrl:IE|I.|i|||I.,_'i|.||:lTia.lilddl.r|:||nmwbﬂjuukmqmmwﬁ
A Lailker,
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Abhinav Bharat Shikshan Sanstha's

y NETAJI SUBHASHCHANDRA BOSE
E Axts, Commerce & Science College, Tarasing Market, Manded
! Mo, : Principal Cabin & Fax- 244480 { Office- 242017, 246021

Phone
E-mall : nsb_college o anded@yahoo.com

Accredited B+ by NAAC
- %5i.B.B.Fande DX W Joshi De.5.V . Shivaniker
- _Prﬁ‘u]__unt Secretary Principal
Ref Mo, - NBBCN [4L1-5 Date - 12\ o5] 2a%1-
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Abhinay Bharat Shikshan Sanstha’s

NETAJI SUBHASHCHANDRA BOSE
Art's Commerce & Science College,
Tarasingh Market, Vazirabad, Nanded

Phone 1Office : (02462) 242017 Cabin - {07467) 744486 Residence : [02467) 235435
Ref Mo, NSBCN/ SRTMU EXAM /20212022 | Date: 21,05.2022

Tio,

Dr. D, C. Kamthana,

Department of Microbiology,
shrl Gury Buddhi Swami Callege,

Purpa,

. oy
Reference :  IRE/E%Ta/2022-2023/143  dt. 02.05.2022.

Appointment as External examiner in the subject Microbiology class

Subject:
B. 5c Il Year, Summer —2022.

With reference to the above university letter | am appointing you as an External
examiner for conducting practical examination of B. Sc. Il Year in the subject

Microblology dated on 26.05.2022 to 27.05.2022.

You are requested to remain present on the said date to conduct practical

examination at our college.
Thanking You,

Yours Truly,

prmdpal

PRINCIPAL
oLl sybhachchandr® Bose

College, NANDED.
Copy To: nm

# IQAC
01. Ennﬂallﬂrﬁnmw“ Thiversity, Randed.
02.  Dr. 5. CWaPdAEkSF Hlsartiment of Microbiology, N.5.B. College, Nanded.

| Internal Examiner |

PRIWCIPAL
Shri Gury Buddhiswams Maharidyalevs
Pl (] Diat Parkh
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Abhinav Bharat hih‘.shan Sanstha's RA BOSE
NETAJL SUBHJ‘;Esciﬁtj 1

Art's Commerc 1
Tarasingh Market, Vazirabad, Nanded —
i i ¢ (02462) 23
Fhone ‘Office : (02462} 242017 Cabin ¢ (02462] 244486 Residence | = e

Raf No. NSECH/ SRTMU EXAN /2021-2022 /

To,
Or. 0. C. Kamthane,

Department of Microbiology,
Shri Guru Buddhl Swami College;

Purna.
Reference: UiRET&EEa/2022—2023/143  dt, 02.05.2022.
subject: Appointment as Extarnal exarminer in the subject Microblology class

B. Sc Il Year, Summer = 2022,

With reference to the above university [etter | am appointing you as an External
examiner for conducting practical examination of B. 5c. [l Year in the subject
Microbiology dzted on 2B8.05.2022 to 29.05.2022,

You are requested to remain present on the said date to conduct practical
examination at our college.

=

Thanking You,

Yours Truly,

Principal . R

PRINCIPAL o T )

Boge : VR D = e
yrafl Sabhashcha ndr e T R ELe] BRINCIPAL
Colle ED. “grdinator Lt e RINCIPAL
3 Ll . ? " 'li'i*"i"!';" e 2 thn Hlldlhls?aml'l"i:-"'*;f"":.'.'-
S il % At B arel b g e
SpyTo: mﬂﬁuﬁﬁﬂ?ﬂl&nﬁﬂﬂmﬂmm L Pucr b BREENT
puna Ly U ' e

01..  Controller of Examinations, SRTM University, Nanded.

02.  Dr.P.S. Borkar, D :
et - Uepariment of Microbialogy, Sci
[ External Examiner ) » Science College, Nanded.
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